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NOTICE

As part of Cyber Swachhta Pakhwada, CERT-In Gol advises you to keep your digital devices
bot free. Get bot removal tool at https://www.csk.gov.in

Countermeasures against botnet:

1. Install and maintain updated anti-virus and anti-spyware software at desktop level.

2. Scan the computer system with updated antivirus for possible infections and disinfect the
same.

3. Install and maintain a personal desktop firewall.

4. Check for the suspicious network activities of the infected computer system mentioned in
the list and disinfect the same if found.

5. Use only genuine software.

6. Keep up-to-date patches and fixes on the operating system and application software.

7. Exercise caution while opening email attachments.

8. Do not browse un-trusted websites or follow un-trusted links and exercise caution while
clicking on the link provided in any unsolicited emails.

The alerts on the latest malware are published on the website of CERT-In under the VIRUS
ALERTS section. For protection against latest threats and vulnerabilities users may visit

website: www,cert-in.org.in.
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